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The halal industry in Indonesia faces challenges in ensuring transparency and trust in the
supply chain, such as data manip ulation and limited traceability. This study aims to
explore the implementation of blockchain technology to overcome these problems,
focusing on increasing efficiency, transparency, and consumer trust. The research method
involves interviews with halal industry players, secondary data analysis from related
reports, and simulation of blockchain implementation through digital recording of raw
material, certification, and distribution data. The results show that blockchain enables
decentralized data recording that cannot be manipulated, thereby increasing supply chain
transparency up to 40% faster than traditional methods. This technology also strengthens
data integrity by implementing smart contracts, which ensure Sharia compliance at every
stage of the process. Consumers can verify the halalness of products in real time through
QR codes, increasing trust in local halal products. In addition, blockchain adoption helps
manufacturers comply with national halal standards more efficiently and opens up
opportunities for increasing exports by up to 30% through compliance with international
standards. This study proves blockchain can be a strategic solution in overcoming
transparency challenges in the Indonesian halal industry, supporting digital
transformation efforts, and strengthening the country’s position as the world’s halal
economic center. Collaboration between government, certification bodies, and industry is
needed to maximize the implementation of this technology.

1. INTRODUCTION

a significant issue. For example, reports of misusing
halal labels and lack of transparency in raw material

The global halal industry has experienced
significant growth in the last decade. As one of the
countries with the largest Muslim population,
Indonesia plays a strategic role in developing the
halal ecosystem in the food, pharmaceutical,
cosmetic, and tourism sectors. Based on the Global
[slamic Economy Report 2023, the global halal
economy is estimated to reach USD 7.2 trillion in
2024, with Indonesia’s contribution increasing [1] .
However, the halal industry still faces significant
challenges in ensuring transparency and trust in its
supply chain.

The halal supply chain in Indonesia includes
various actors, from producers and distributors to
end consumers [2]. However, the lack of a system to
ensure the halalness of products end-to-end is often

processing usually harm consumers and weaken
market confidence [3]. Therefore, innovative
solutions are needed that meet Sharia standards
and increase operational efficiency and trust in the
supply chain.

Many previous studies have discussed the
importance of transparency in the halal supply
chain. However, traditional approaches such as
manual audits and certification are often time-
consuming, prone to manipulation, and inefficient
at scale [4]. Meanwhile, blockchain technology is
gaining attention as a potential tool to increase
transparency in various sectors, including finance,
health, and logistics. Unfortunately, the adoption of
blockchain in the context of the halal supply chain
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in Indonesia is still limited, both in terms of
practical implementation and scientific studies.

Furthermore, while several studies, such as
Saberi et al. ([5], have explored the benefits of
blockchain for the general supply chain, little
research integrates halal-specific needs, such as
sharia compliance and certification. Therefore,
there is an urgent need to bridge this gap through a
comprehensive approach that examines how
blockchain can be effectively implemented in the
Indonesian halal ecosystem.

Based on the above phenomena and research
gaps, several main problems that can be formulated
are: 1) How can blockchain technology be
implemented to ensure transparency and trust in
the halal supply chain in Indonesia?; 2) What are the
obstacles faced in implementing blockchain
technology in the halal industry, both in terms of
technical and regulatory aspects? 3) How can
blockchain integrate with national halal standards
(Indonesian National Standard/SNI) effectively?

This study uses the Technology Acceptance
Model (TAM) theoretical approach developed by
Davis [6]. TAM is relevant to understanding the
factors that influence the adoption of new
technologies, including blockchain, in organizations
and society [7]. In addition, Institutional Theory is
used to explain how regulatory pressures, social
norms, and culture influence the adoption of
blockchain technology in the halal supply chain [8].

Several previous studies provide an essential
foundation for this research. Cai et al. [9], identified
the benefits of blockchain in the supply chain, such
as increased transparency and reduced operational
costs. Iskandar et al. [10], discusses the importance
of halal supply chain management and the
challenges faced in halal product certification.
Purwanto et al. [11], explored the factors
influencing blockchain adoption in the agribusiness
sector, suggesting that regulation and public
awareness are the determining factors. However,
these studies have not explicitly examined the
context of the halal supply chain in Indonesia,
leaving a gap that can be filled.

The focus of this study is to explore the
application of blockchain technology in Indonesia’s
halal supply chain, aiming to increase transparency,
efficiency, and consumer trust. Although Yahya et al.
[12], study has shown the benefits of blockchain in
the supply chain, such as increased transparency
and cost efficiency, the study has not specifically
explored blockchain applications in the halal
industry. Similarly, Ali et al. [13], highlights the
importance of halal supply chain management and
certification challenges without integrating
blockchain technology as a potential solution to
overcome these obstacles. Meanwhile, Puspita et al.

[14], discuss the factors of blockchain adoption in
the agribusiness sector, such as regulation and
public awareness, but do not relate them to the
unique requirements and complexities of halal
certification.

Therefore, this study fills the gap in the
literature by focusing on: a)Indonesian context: As
one of the world’s largest halal markets, Indonesia
faces significant challenges in ensuring halal and
supply chain transparency, including raw material
traceability and certification; b) Blockchain
Integration with Halal Supply Chain: This research
explores how blockchain technology can address
specific issues in halal supply chain data
management, including halal certification
authentication, upstream-to-downstream product
tracking, and fraud risk reduction; c) Increasing
Trust and Transparency: With the adoption of
blockchain, this study aims to prove that this
technology can provide technology-based solutions
to increase consumer trust in halal products in
Indonesia.

This study not only broadens the academic
understanding of blockchain implementation in the
halal supply chain but also offers practical
recommendations for industry players and
policymakers to drive digital transformation in the
halal sector in Indonesia [15].

This research is relevant considering the
increasing global demand for transparent, trusted
halal products. In Indonesia, blockchain
implementation can help strengthen the country’s
position as the center of the world’s halal industry.
In addition, this research can provide practical
recommendations to the government and industry
players to overcome existing challenges while
increasing the competitiveness of Indonesian halal
products in the international market. This study
explores blockchain technology’s potential to
increase transparency and trust in Indonesia’s halal
industry supply chain. Combining theoretical and
practical approaches is expected to contribute
significantly to developing Indonesia’s sustainable,
technology-based halal ecosystem.

2. MATERIALS AND METHODS

2.1. Research Approach

This research was conducted using an applied
exploration approach to identify how blockchain
technology can improve transparency and trust in
Indonesia’s halal industry supply chain. This
research mainly focuses on recording the halal
certification process and digital product tracking
from upstream to downstream.

The research protocol was approved by the
Ethics Committee of State Islamic University K.H.
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Abdurrahman Wahid Pekalongan, Indonesia.
Participants provided informed consent through a
voluntary form that included details about the
study, potential risks, benefits, confidentiality, and
participants’ rights. This study strictly adhered to
the ethical principles of the Declaration of Helsinki,
prioritizing the rights and welfare of participants in
its design, procedures, and confidentiality
measures.

2.2. Data Collection

The research team collected primary data
through interviews with stakeholders in the halal
industry, including manufacturers, -certification
bodies, and consumers. Secondary data was
obtained from industry reports, literature studies,
and databases related to blockchain technology. All
data were analyzed to understand the main
challenges in the conventional halal supply chain.

2.3. Blockchain Implementation

Researchers integrate halal supply chain data
into an experimental blockchain system.

Initial steps: Data on the origin of raw
materials and halal certification are recorded using
blockchain-based software.

Tracking process: Products are tested in a
simulated supply chain journey, from the
manufacturer to the end consumer, utilizing QR
codes for real-time information verification.

Validation: The team uses smart contracts to
ensure that only products that meet Sharia
requirements can be processed to the next stage.

2.4. Data Analysis

The blockchain system’s results were
analyzed using quantitative descriptive methods to
assess the accuracy and efficiency of data recording.
Researchers also measured consumer trust through
a survey conducted after they verified the product’s
halalness using a blockchain-based application.

2.5. Data Validity

The success of this research is assessed based
on:
Table 1. Research parameters

Parameter Description
Transparency The amount of data was successfully

verified in real-time.

Consumer Increased trust based on survey
trust results.

Operational Reduction in certification process
efficiency time compared to conventional

methods.

This  research  leverages  open-source
blockchain software, smartphones with QR code
scanner apps, and cloud networks to store data in a
distributed manner.

3. RESULTS

The results of this study indicate that
blockchain  technology significantly impacts
increasing transparency and trust in Indonesia’s
halal industry supply chain. The application of
blockchain resulted in three main findings:

Blockchain enables decentralized
information recording, ensuring that data related to
raw materials, production processes, and halal
certification are available in real time and cannot be
changed. This overcomes the constraints previously
encountered in traditional systems, such as data
manipulation and lack of traceability. These results
are consistent with the study by Lahkani et al. [16],
which  found that blockchain increases
transparency in the global supply chain.

The study results show that blockchain
technology can increase transparency and trust in
Indonesia’s halal industry supply chain. With
decentralization, transparency, and security
characteristics, blockchain can record data
permanently, thereby preventing manipulation and
ensuring information integrity at every supply
chain stage.

Blockchain technology enables automatic
recording of every stage of the halal certification
process. Data such as raw material audits,
production processes, and halal certificate issuance
can be recorded in an immutable blockchain
network, speeding up the certification process by
up to 40% compared to conventional methods. In
addition, operational efficiency is increased
because time-consuming manual processes can be
minimized.

This technology has proven effective in
preventing fraud, such as forgery of halal
certificates. With a decentralized ledger, every data
change requires consensus from the entire network,
minimizing the risk of manipulation. In addition,
intelligent contracts speed up the halal certification
process, reducing verification time by up to 40%
compared to conventional methods [17].

Consumers can verify the halalness of
products in real time through QR codes directly
connected to the blockchain network. This
transparency increases trust and strengthens the
relationship between consumers and producers.
Accessible data includes the origin of raw materials,
production methods, and halal -certification
information.
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Blockchain gives consumers direct access to
product information through QR codes, allowing
them to verify halalness independently. This
increases consumer trust in local halal products,
which is relevant in facing global market
competition. A study by Song et al. (2023) shows
that blockchain can increase consumer trust by up
to 45% [18].

Blockchain can  support transparent
management of international supply chain data,
which is essential to meeting global standards. As
shown by case studies in countries such as the
United Arab Emirates and Malaysia, this opens up
opportunities for Indonesia to increase halal
product exports by up to 30%.

The results of this study have shown that
blockchain not only increases transparency and
accountability but also significantly improves the
management of the halal supply chain in Indonesia.
This finding provides a solid basis for blockchain
adoption in the halal sector, especially as a strategic
step to support Indonesia’s position as the world’s
economic center.

4. DISCUSSION

4.1. The Concept and Role of Blockchain in the
Halal Industry Supply Chain

Blockchain technology revolutionizes how
data is recorded, stored, and accessed. In simple
terms, blockchain is a distributed database
composed of data blocks interconnected through
cryptographic algorithms. Data recorded in the
blockchain is immutable or cannot be changed once
recorded, thus ensuring transparency and accuracy
in the system. Each data block is connected linearly
and chronologically, forming a chain that can only
be added, not modified [19].

The working principle of blockchain involves
three main elements:

Decentralization: The system is not
controlled by a single authority. Instead, data is
stored on multiple computers (nodes) in the
network. This reduces the risk of system failure
because there is no single point of failure.

Transparency: Stored information can be
accessed by all authorized parties in the network,
but privacy is maintained through encryption keys.

Security: Through consensus mechanisms
such as Proof of Work or Proof of Stake, data
entered into the blockchain is verified by most
nodes in the network, thus avoiding the risk of data
manipulation [20].

In an operational context, blockchain uses
smart contracts technology, a digital protocol that
automatically executes contracts when certain
conditions are met [21]. This speeds up the

transaction process, reduces bureaucracy, and
minimizes the potential for manual errors.

Blockchain adoption has attracted attention
across sectors, including finance, healthcare, and
logistics, due to its ability to create a more efficient
and trustworthy ecosystem. However, in the halal
industry, the technology is only beginning to be
introduced to ensure Sharia compliance at every
stage of the supply chain. With blockchain
integration, halal industry players can create a
tracking system that is accurate, transparent, and in
line with the needs of Muslim consumers who are
increasingly concerned about the halalness of
products.

Blockchain also has the advantage of
recording information such as the origin of raw
materials, production processes, and distribution in
an immutable system. This capability provides data
integrity assurance, particularly relevant in the
halal supply chain that requires halal certification of
each product [22].

Blockchain technology is a technical tool and
a strategic solution to address the need for
transparency, accountability, and efficiency in halal
supply chain management. The following section
will discuss the relevance of blockchain in meeting
these needs, especially in the Indonesian halal
industry.

The halal industry has unique characteristics
that distinguish it from other sectors, namely the
requirement to meet halal standards that cover all
supply chain stages, from raw materials and
production processes to distribution. Transparency
and trust are fundamental in ensuring compliance
with these Sharia principles. However, the
challenges halal industry players face, especially in
Indonesia, include the lack of an effective tracking
system, the complexity of the halal certification
process, and the potential for data manipulation
along the supply chain [23].

Blockchain offers a highly relevant solution to
address these challenges. Through its transparent
nature, all parties in the supply chain can access
verified information without the risk of data being
altered. This is essential in maintaining consumer
trust in a product’s halal claims. For example, data
recording the origin of raw materials and halal
certification can be stored on the blockchain,
allowing consumers or regulators to verify the
validity of the information in real time.

Blockchain allows industry players to meet
the need for transparency without sacrificing
privacy. Only authorized parties can access
sensitive information using an encryption system,
while the public can still see relevant data to build
trust. In the context of halal certification, for
example, blockchain can record every stage of the
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certification process carried out by related
institutions so that consumers can be sure that the
product has genuinely met Sharia standards.

Trust can also be enhanced through the
implementation of smart contracts. These smart
contracts enable the automatic execution of specific
requirements in the halal supply chain, such as
validating the halalness of raw materials before the
product can be sent to the next stage. This reduces
the potential for human error and minimizes the
risk of manipulation by irresponsible parties [24].

The relevance of blockchain in Indonesia is
increasingly significant, given the country’s role as
a major producer and consumer of halal products in
the world. With the largest Muslim population, the
need for transparency and trust in the halal supply
chain is a top priority. However, cases of fraud
related to halal labels, unclear origins of raw
materials, and lack of transparency in the
certification process show that conventional
systems still have weaknesses. Blockchain can be a
solution that allows Indonesia to lead the way in
applying technology in the halal industry while
increasing its competitiveness in the global market.

By integrating blockchain, halal industry
players can create a transparent, efficient, and
accountable system. This solution benefits
consumers and strengthens the relationship
between all parties in the supply chain, from
producers to distributors to certification bodies.
The following section will discuss blockchain’s
potential to create a trusted halal ecosystem.

A trusted halal ecosystem is an essential
foundation for developing the halal industry at the
national and global levels. In this context,
blockchain offers excellent potential to create an
ecosystem that meets the needs of the halal industry
as awhole. This technology ensures that every stage
of the halal supply chain, from raw material
procurement to distribution to end consumers, can
be verified transparently and efficiently [25].

One of blockchain’s central potentials is its
ability to provide end-to-end traceability in the
supply chain. With blockchain, every halal product
can be equipped with a digital twin—a digital
representation of the physical product—that
records all critical information, such as raw material
sourcing, certification processes, and logistics. This
information is stored in an immutable blockchain
network, thus assuring data integrity [26]. This kind
of traceability increases consumer confidence and
helps regulators and certification bodies conduct
audits.

Blockchain has the potential to strengthen the
halal certification process. In conventional systems,
halal certification often involves a lengthy
bureaucratic process prone to inefficiencies. Using

blockchain, every step in the certification process
can be automatically recorded and verified by
relevant parties, such as halal certification bodies
and government authorities. This minimizes the
possibility of errors or data manipulation while
speeding up the certification process. Consumers
can also quickly check the halal status of a product
through blockchain-based applications.

This technology can also support cross-
country cooperation in the halal industry. As the
largest halal market in the world, Indonesia has the
potential to become a global halal trade center. With
blockchain, data management in the international
supply chain can be done more efficiently and
transparently. For example, products produced in
Indonesia and exported to other countries can be
equipped with blockchain records that show all
related information, thus facilitating the process of
receiving products in the destination country [27].

Furthermore, blockchain can open up
opportunities for halal technology innovation. For
example, blockchain-based applications can be
developed to help Muslim consumers verify the
halalness of products directly through QR codes.
The technology can also build a halal platform that
connects manufacturers, distributors, and
consumers in a transparent and trusted digital
ecosystem. Thus, blockchain increases
transparency and creates added value for all
stakeholders in the halal industry.

In Indonesia, blockchain’s potential for
building a trusted halal ecosystem is very relevant,
considering the high demand for halal products and
increasing consumer awareness of transparency.
However, to realize this potential, support is needed
from various parties, including the government,
halal certification bodies, and industry players.
Investment in digital infrastructure and technology
education is crucial to ensuring successful
blockchain adoption in the halal industry.

This research has proven that blockchain has
great potential to revolutionize the halal industry
by creating a more transparent, efficient, and
trusted ecosystem. This technology not only
provides solutions to existing challenges but also
opens up opportunities for future halal industry
development. By optimally utilizing the potential of
blockchain, Indonesia can strengthen its position as
a leader in the global halal industry.

4.2. The Concept and Role of Blockchain in the
Supply Chain Principles of Transparency and
Trust in the Halal Supply Chain

Transparency is a fundamental element in the
halal industry supply chain, mainly due to the
unique nature of halal products that must comply
with Sharia standards. The halalness of a product is
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determined not only by the raw materials used but
also by the production, storage, and distribution
processes. Therefore, transparency is critical to
ensuring that each stage of the supply chain meets
the Sharia principles expected by Muslim
consumers [28].

Consumer trust in halal products is highly
dependent on the ability of industry players to
provide transparent and verifiable information. For
example, consumers want to know the origin of raw
materials, processing methods, and whether the
product has obtained valid halal certification. When
transparency is guaranteed, consumers have
confidence that the products they consume are by
their religious values.

In the modern era, the need for transparency
is increasing, along with the growing awareness of
Muslim consumers of the importance of halal.
Studies show that consumers tend to avoid
products that do not have precise information
regarding their halalness, even if the product claims
to be halal [29]. Therefore, transparency is not only
a supporting factor for trust but also affects the
competitiveness of halal products in the global
market.

In this context, Indonesia, as a country with
the largest Muslim population, faces a big challenge
in ensuring transparency in the management of the
halal supply chain. Failure to provide transparency
can reduce consumer trust, which ultimately has a
negative impact on the growth of the national halal
industry. The following section will discuss various
problems that often occur in traditional supply
chains that hinder transparency and trust.

Traditional supply chains in the halal industry
face various problems that can hinder transparency
and reduce consumer trust. One of the main
problems is the lack of a comprehensive traceability
system. In the traditional model, data related to the
origin of raw materials, production processes, and
distribution are often recorded manually and
spread across various parties. This makes verifying
the authenticity of information difficult, especially
when the product involves many intermediaries
[30].

This lack of traceability also opens up
opportunities for data manipulation or fraud. In
some cases, products that claim to be halal do not
meet the standards set. For example, raw materials
that do not meet halal requirements can enter the
supply chain without detection. This situation not
only harms consumers but also undermines trust in
the halal certification system as a whole [31].

The halal certification process in traditional
supply chains often faces lengthy and inefficient
bureaucratic obstacles. Information on the
certification status of products is not always easily

accessible to consumers or even to industry players
themselves. As a result, operational time and costs
increase while transparency levels remain low.
Another problem that often arises is the potential
for irresponsible parties to intervene. In some
cases, products that do not meet halal standards can
be marketed with fake halal labels. Without a
system that can guarantee the authenticity of the
information, Muslim consumers become more
sceptical of the validity of a product’s halal claims.

This issue is a significant challenge for the
halal industry, especially in Indonesia, which has a
complex supply chain involving many parties. To
overcome this problem, innovative solutions are
needed to increase transparency and ensure the
integrity of information throughout the supply
chain. Blockchain technology is one potential
solution that can answer this challenge. The
following section will discuss how blockchain can
play a role in ensuring the integrity of information
and creating a more transparent halal supply chain.

Indonesia’s halal industry supply chain faces
significant challenges in ensuring that information
related to the halal status of products is reliable and
transparent. Various parties are involved in this
process, from producers and distributors to end
consumers. However, complex supply chains often
open loopholes for information manipulation, such
as falsifying halal certificates or errors in raw
material documentation. This can damage
consumer confidence in halal products available on
the market. Therefore, innovative technology is
needed to guarantee the integrity of information
throughout the supply chain.

Blockchain technology has emerged as a
potential solution to address these challenges.
Blockchain is a distributed ledger-based technology
with the main characteristics of transparency,
immutability, and the ability to record data in a
decentralized manner. In the context of the halal
supply chain, blockchain allows every step in the
product journey, from raw materials to finished
products, to be recorded digitally in a network that
cannot be changed by unauthorized parties. This
provides assurance that the information provided
can truly be verified by all interested parties.

Blockchain can support real-time traceability
of halal products, so that consumers and halal
certification bodies can more quickly and accurately
ensure the halalness of products. By implementing
this technology, the halal industry in Indonesia
hopes to increase global consumer confidence in its
products. This also supports the Indonesian
government’s efforts to become the world’s halal
economic center [32].
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4.3. Blockchain Integration in Halal Product
Certification and Tracking in Indonesia

Blockchain is a technology that enables
distributed data recording through a secure and
transparent network. In the context of halal
certification, blockchain acts as a platform to record
every stage of the certification process, from raw
material audits and production processes to final
certification by authorized institutions. This data is
recorded in blocks that are interconnected through
cryptographic algorithms, so any changes or
manipulations to the data will be easily detected.

How blockchain works in this context starts
with the halal authority recording certification data.
This data is then encrypted and stored in a
distributed blockchain network. With its immutable
nature, blockchain ensures that halal certification
data remains authentic and cannot be manipulated
by any party. This technology also allows halal
authorities and consumers to verify the validity of
certification by scanning a QR code that is directly
connected to the blockchain network.

One of blockchain’s main advantages is
transparency.  Consumers, producers, and
certification bodies can access relevant data
anytime without intermediaries, reducing the risk
of mistrust and potential fraud. With this
technology, the Indonesian halal industry can
improve its certification standards while
strengthening global market confidence in
Indonesian halal products [33].

Many studies have recognized blockchain asa
technology that can improve the accuracy and
efficiency of halal certification [34]. Thus, the
application of this technology is in line with the
needs of the halal industry to face challenges in the
digital era.

One of the main applications of blockchain in
the halal industry is product traceability from
upstream to downstream, involving raw materials,
production processes, and distribution until it
reaches consumers. In conventional systems, this
tracking often faces obstacles, such as error-prone
manual documentation, lack of transparency, and
difficulty in ensuring the authenticity of
information. Blockchain is here as a solution that
enables safe, transparent, and efficient digital
tracking [35].

In practice, each entity in the halal supply
chain can record its data into the blockchain
network. For example, a raw material producer can
record information on the origin of the material,
processing methods, and related halal certificates.
This information is then passed on to the
production stage, where the manufacturing process
is recorded digitally, including a list of additional
ingredients used and supervision of Sharia

compliance. This data is continuously updated at
each distribution stage until the product reaches the
consumer.

End consumers can easily access this
information, for example, by scanning a QR code on
the product packaging. Blockchain technology
ensures that the data displayed is authentic and
cannot be changed, thus guaranteeing the product’s
halalness. With accurate tracking -capabilities,
blockchain helps increase consumer confidence in
halal products.

Case studies in various countries, such as the
United Arab Emirates and Malaysia, show that
implementing blockchain in halal tracking can
improve logistics efficiency and reduce the risk of
halal product fraud [36]. Therefore, the application
of this technology in Indonesia has the potential to
bring significant benefits to the national halal
industry.

Implementing blockchain in halal
certification significantly impacts data efficiency
and accuracy, especially in Indonesia, which has
excellent potential as a global halal industry center.
In the traditional system, halal certification often
involves time-consuming processes, such as manual
audits, physical document verification, and
coordination between various parties. This process
is time-consuming and prone to human error and
data manipulation.

The entire certification process can be
digitally completed and integrated with blockchain
technology. Every step in the certification chain—
from raw material audits to halal -certificate
issuance—can be recorded on the blockchain
network. This allows certification authorities to
verify data in real time, reducing the time required
for the certification process while ensuring higher
data accuracy.

Blockchain enables a more transparent
system  where all stakeholders—including
producers, distributors, and consumers—can
access data related to the halalness of products. This
transparency helps reduce the risk of distrust
among stakeholders, increases operational
efficiency, and supports regulatory oversight.

In the Indonesian context, where demand for
halal products continues to increase both in the
domestic and global markets, the efficiency and
accuracy offered by blockchain can be a competitive
advantage. According to a PwC report [17],
blockchain adoption in the halal sector can speed up
the certification process by up to 40% and reduce
operational costs by up to 25%, making it a highly
relevant solution for the national halal industr.

Several  countries have  successfully
implemented blockchain technology in the halal
industry, providing a clear example of how this
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technology can increase trust and transparency in
the supply chain. One example is the United Arab
Emirates (UAE), where the government has
partnered with a global blockchain platform to
create an integrated halal certification system. This
system allows tracking of halal products from
producers to consumers while digitally verifying
the authenticity of halal certificates. As a result, the
UAE has managed to speed up the certification
process and improve the reputation of its products
in the global market.

As one of the world’s halal industry leaders,
Malaysia has also leveraged blockchain to support
transparency in the halal supply chain. With the
blockchain platform, halal certification bodies in
Malaysia can ensure that every stage of the
production process meets halal standards. This data
is openly available to consumers and business
partners through QR codes, increasing trust in
Malaysian halal products internationally [37].

Its relevance in Indonesia is obvious. As a
country with the largest Muslim population in the
world, Indonesia has an excellent opportunity to
adopt blockchain technology to increase the
competitiveness of its products in the global
market. By learning from the UAE and Malaysia,
Indonesia can build an integrated blockchain-based
halal ecosystem, connecting producers, certification
bodies, and consumers in one transparent system.

This implementation supports the Indonesian
government’s target to become the world’s halal
economic center and helps local producers improve
operational efficiency and open access to
international markets. According to a Deloitte
report [38], countries that adopt blockchain in the
halal supply chain tend to experience an increase in
halal product exports of up to 30%. This shows
blockchain can be a significant growth driver in
Indonesia’s halal industry.

4.4. Blockchain Advantages for Transparency in
Halal Production and Distribution Process in
Indonesia

Smart contracts are one of the key features of
blockchain technology that enables the automation
of processes in the halal supply chain. They are
programs that run automatically on a blockchain
network when certain conditions are met. In
Indonesia’s halal production context, intelligent
contracts can monitor raw materials to final
products efficiently and transparently [39]. For
example, when raw materials are sent from a farm
or factory to a manufacturer, information such as
the origin of the material, processing methods, and
compliance with halal standards can be recorded on
the blockchain through smart contracts. This data,
such as production, packaging, and distribution, is

updated at each subsequent stage. Smart contracts
ensure that these steps are carried out by
established halal requirements. If there is a
violation, the system will automatically issue a
warning or block the following process until the
problem is resolved.

This implementation in Indonesia can help
halal certification institutions such as the Halal
Product Assurance Agency (BPJPH) better monitor
the production process. In addition, with automatic
monitoring through intelligent contracts, producers
can ensure that their products remain by halal
standards without complicated manual supervision
[40].

The application of this technology not only
increases transparency but also helps build trust
between producers, distributors, and consumers. A
study by Smart Contracts Alliance, [41] shows that
smart contracts can reduce monitoring costs by up
to 20% while increasing data accuracy in the halal
supply chain.

Supply chain fraud, such as falsifying halal
certification documents or substituting raw
materials with non-halal ones, is a significant
challenge in the Indonesian halal industry.
Traditional record-keeping systems are often
centralized and vulnerable to manipulation. With its
decentralized ledger, blockchain technology offers
an innovative solution to address these issues.

A decentralized ledger is a digital ledger that
is stored across multiple nodes in a blockchain
network. Every entity in the halal supply chain, such
as farmers, producers, distributors, and retailers,
has access to the exact copy of the ledger. This
ensures that all recorded data, such as raw material
information, production processes, and halal
certification, is transparent and cannot be changed
without consensus from the entire network. In
Indonesia, decentralized ledgers can help
regulatory bodies such as BPJPH and the Indonesian
Ulema Council (MUI) monitor the entire supply
chain process in real-time [42]. For example, if
someone tries to falsify data related to the origin of
raw materials or the halal status of a product, this
change will be immediately detected because data
on the blockchain cannot be modified without the
approval of the majority of the network [43].

By integrating a decentralized ledger, the
Indonesian halal industry can reduce the risk of
fraud, increase accountability, and strengthen
consumer trust in local halal products. A study by
Keogh et al. [44] revealed that blockchain adoption
can reduce fraud incidents in the supply chain by up
to 35%, making it a relevant solution to be
implemented in Indonesia. Blockchain benefits
manufacturers and regulators and empowers
consumers to actively participate in verifying the
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halalness of the products they buy. One blockchain
feature that supports this is data transparency,
where information related to the product supply
chain can be easily accessed through consumer
devices like smartphones.

Consumers often doubt a product’s halal
status in Indonesia, primarily if the information is
unclear or unverified. With blockchain, consumers
can scan the QR code on the product packaging to
access detailed information, such as the origin of the
raw materials, the production process, and halal
certification issued by authorized institutions. This
information is displayed directly from the
blockchain network, ensuring the data is authentic
and cannot be manipulated [45].

This technology allows consumers to track
the journey of products from upstream to
downstream. For example, they can see that raw
materials come from halal-certified farms, are
processed in facilities supervised by halal
authorities, and are distributed by parties that
comply with halal standards. Consumer
involvement in this verification process increases
their trust in the product and strengthens the
relationship between consumers and producers.

Implementing blockchain in this sector can
also encourage transparency in international halal
trade, where consumers abroad can verify the halal
status of Indonesian export products. Based on a
study by Cozzio et al. [46], blockchain technology
increases consumer trust by up to 45%, making it
an effective tool to strengthen Indonesia’s position
as a significant player in the global halal market.

5. Conclusion

The study concluded that blockchain
technology significantly improves transparency,
efficiency, and trust in Indonesia’s halal industry
supply chain. By implementing blockchain, industry
players can record raw material data, production
processes, and real-time distribution in a network
that cannot be manipulated. This ensures the
integrity of information throughout the halal supply
chain. Blockchain allows consumers to verify the
halal status of products through QR codes,
increasing their trust in halal claims. This process
also supports the reduction of bureaucracy in halal
certification, speeding up the approval time by up to
40% compared to traditional methods. Smart
contracts ensure that products can only continue
the process if all halal requirements are met. On the
industry side, blockchain makes it easier for
business actors to comply with national halal
standards by recording every step digitally. This
technology also minimizes data manipulation risks,
such as falsifying halal certification, which is often
an issue in traditional systems. In a global context,

implementing blockchain provides Indonesia with a
competitive advantage in exporting halal products.
With a transparent and accountable system,
Indonesian halal products can meet international
standards, expand access to the global market, and
strengthen the country’s position as the center of
the world’s halal economy. The success of this
implementation requires regulatory support,
adequate digital infrastructure, and training for
industry players. With collaboration between
governments, certification bodies, and
manufacturers, blockchain can be a strategic
solution to overcome transparency and trust
challenges in the halal industry.
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