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 Industrial Control Systems (ICS) and Cyber-Physical Systems (CPS) supporting critical infra-
structure are increasingly exposed to sophisticated cyber threats. In this case, detection tech-
nologies such as Intrusion Detection Systems (IDS) and Endpoint Detection and Response 
(EDR) improve threat visibility. Nevertheless, both might fall short in operational continuity. 
In the other hand, on-going comprehensive studies that quantitatively assess the contribution 
of both mechanisms to system continuity and operational resilience are few. Hence, this study 
proposes a quantitative cyber resilience assessment framework to evaluate the operational 
impact of detection and recovery capabilities in industrial environments in this field. A Monte 
Carlo–based simulation model was developed to analyze four defense architectures: manual 
monitoring, IDS deployment, IDS+EDR integration, and a hardened architecture incorporating 
defense-in-depth mechanisms and immutable signed backups. System performance was eval-
uated using Time to Detect (TTD), Time to Recover (TTR), and Average Production Loss (APL) 
as resilience metrics. Results show that IDS deployment reduces median detection time by 
more than 90%, yet improvements in detection speed even alone provide limited reductions 
in operational downtime. In contrast, the hardened architecture reduced recovery time from 
48 hours to 6 hours and decreased operational disruption by more than 50%. The findings 
demonstrate that recovery capability and data integrity assurance are dominant determinants 
of cyber resilience in ICS environments. The proposed resilience evaluation framework offers 
a reusable method for assessing cybersecurity investments and improving operational conti-
nuity across critical infrastructure sectors. 
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1. Introduction  
 

Industrial Control Systems (ICS) and Cyber-Physical 
Systems (CPS) serve as the operational backbone of mod-
ern critical infrastructure. These systems enable real-
time monitoring and control of physical processes in en-
ergy production, manufacturing, transportation, and wa-
ter management. However, increased connectivity, digi-
tal transformation, and integration with enterprise net-
works have significantly expanded the cyberattack sur-
face of Operational Technology (OT) environments. Re-
cent cyber incidents demonstrate that industrial organi-
zations are increasingly targeted by several threats in-
cluding supply chain attacks. Unlike traditional IT 
breaches, cyber incidents in ICS environments can dis-
rupt physical processes, halt production lines, damage 
equipment, and create safety hazards. As mentioned pre-

viously Industrial Control Systems, equipped with intel-
ligent systems, offer higher productivity and efficiency 
compared to traditional manufacturing. Unfortunately, 
this advantage also opens the door to new and more so-
phisticated types of cyberattacks. In particular, 
ICS/SCADA systems, which form the basis of critical na-
tional infrastructure, have now become almost the pri-
mary target of modern cyber threats [1]. However, even 
these types of attacks are considered unconventional by 
many qualified professionals working in industrial and 
academic fields. The key solution mentioned here is the 
implementation of comprehensive CMS (Content Man-
agement System) systems as a crucial option in counter-
ing these unconventional attacks that occur at various 
stages of production. Because in Operational Technology 
(OT) environments, the result of an attack is not only data 
loss but also disruption of physical processes and costly 
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production losses [1-4]. This is another fact that high-
lights the importance of CMS systems. 

As the inevitability of attacks has been accepted, the 
security focus has shifted to post-attack recovery. This 
has led to the prominence of time-based metrics such as 
TTD (Time to Detection) and TTR (Time to Recovery) [2]. 

The overall task of an Intrusion Detection System is 
not only to counter cyberattacks, but also to successfully 
complete its mission under the threat of attacks that have 
been neutralized as much as possible. This mission typi-
cally involves remaining active without bottlenecks and 
interruptions in the production line, and maintaining re-
source utilization efficiency above a certain threshold. 

This study aims to analyze the effectiveness of cyber-
security investments in ICS environments by quantita-
tively evaluating the effects of different security technol-
ogies (IDS, EDR, Honeypot, Signed Backup) on TTD and 
TTR. 

Cyber resilience is defined as the capacity of a system 
to recover quickly from the difficulties and problems cre-
ated by a cyberattack [5]. 

TTD (Time to Detect): This is the time elapsed from 
the moment the attack begins until it is detected. Short-
ening the TTD limits the dwell time of the attack. 

TTR (Time to Recovery): Time to Recover (TTR) re-
fers to the period from attack detection until the system 
is fully restored to operational capacity, including 
cleanup, forensic analysis, and system restoration activi-
ties [4, 5]. 

For Intrusion Detection Systems, one can say that: 
early detection capabilities are essential for cyber resili-
ence, as reducing the time required to identify disrup-
tions improves response and recovery performance [4]. 
Recently, Endpoint Detection and Response (EDR) sys-
tems have complemented IDS by providing deep visibil-
ity at the endpoint level, increasing detection accuracy, 
especially in critical OT devices [6]. 

Within the context of Defense-in-Depth strategies, 
honeypot systems deceive attackers and divert them 
away from critical systems [7], while hash verification 
periodically confirms file integrity [8]. 

The most critical step in minimizing Time to Recover 
(TTR) is the rapid restoration of systems. With the wide-
spread rise of ransomware, the integrity of recovery data 
has become vital. “Immutable Backup” systems ensure 
that backups have not been altered by attackers, keeping 
recovery time predictable and very short [5]. This forms 
the basis for meeting Recovery Time Objective (RTO) re-
quirements. 

 
1.1. Cyber resilience in industrial control systems 

 
Cyber resilience extends traditional cybersecurity by 

integrating prevention, detection, response, and recov-
ery capabilities. It emphasizes maintaining operational 
functionality under adverse conditions rather than solely 
preventing attacks.  

Resilience in cyber-physical systems includes [9, 
10]: 

• resistance to disruption  

• adaptive response 

• rapid recovery 

• continuity of critical operations 
 
Time-based metrics such as TTD and TTR provide 

measurable indicators of resilience performance. 
 

1.2. ICS threat landscape 
 
Industrial environments face unique threat vectors: 

• ransomware targeting OT environments 

• lateral movement from IT networks 

• insider threats and credential misuse 

• exploitation of legacy protocols 

• supply chain compromise 

• unsafe remote access configurations 
 

1.3.  Operational impact of cyber incidents 
 
In ICS environments, cyber incidents may cause: 

• production downtime 

• equipment damage 

• safety system activation 

• environmental hazards 

• regulatory compliance violations 

• economic losses 
 

Therefore, resilience strategies must focus on mini-
mizing operational disruption. 

 

2. Materials and Methods 
 

This study used a Monte Carlo–based simulation to 
model a cyberattack incident targeting Industrial Auto-
mation (IA) systems. Four different defense scenarios 
were defined, each consisting of 100 simulation runs.  

 
2.1. Simulation parameters 

 
Each defense mechanism used in the study was mod-

eled using different probability density functions to en-
sure consistency with real-world data. 
 

Defense Scenarios: 
NoDefense (SD): Manual Surveillance Only. 
IDS_only (SIDS): Manual Control + IDS. 
IDS_EDR (IEDR): SIDS + EDR. 
Hardened: All detection mechanisms (IDS, EDR, 

Hash, Honeypot, HMI Protection) + Signed Backup 
Backup). 

 

TTD was calculated as the minimum value of the de-
tection times of all mechanisms active in each trial. TTR 
was the sum of TTD, the average cleanup time (normal 
distribution), and the recovery time depending on the 
backup strategy. Production Loss was calculated by mul-
tiplying TTR by a random severity coefficient (0.8 - 1.5). 

 

2.2. TTR and production loss modeling 
 

The TTR calculation was expressed with the follow-
ing formula to include not only the detection time but 
also the operational recovery steps: 
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TTR = TTD + max (0, Tcleanup) + max (0, Trestore) (1) 
 

Production loss was calculated using a coefficient 
representing the severity of the loss incurred during the 
system downtime: 

 
Loss (Production Loss) = TTR x Severity (2) 

 
Here, the “Severity coefficient” follows a -uniform dis-

tribution within the range of [0.8, 1.5], simulating the 
probability that the attack affects a critical production 
line. 

For example, in production line disruptions resulting 
from a cyberattack, the severity factor is an impact mul-
tiplier that determines the slowdown in production. In 
this respect, when the severity factor is above 1, the im-
pact of the production slowdown is felt severely, while 
when the severity factor is below 1, the impact of the 
slowdown is felt mildly. 
 

3. Results and Discussion 
 

The results obtained from the Monte Carlo simulation 
are presented in Table 1, considering four different sce-
narios: manual surveillance only, manual control + IDS, 
IDS + EDR, and a hardened architecture with all detection 
mechanisms active. As shown in the table, the median 

Time to Detection (TTD)—defined as the midpoint value 
of the threat detection process rather than the arithmetic 
mean—is significantly higher in the scenario relying 
solely on manual surveillance. Also, one can notice the 
same situation in Figure 1. In contrast, the scenarios in-
corporating automated intrusion detection mechanisms 
demonstrate substantially shorter median TTD values. 
This represents an improvement of approximately 94% 
in detection performance, highlighting the effectiveness 
of automated monitoring systems. These findings are 
consistent with previous studies indicating that auto-
mated detection mechanisms such as Intrusion Detection 
Systems (IDS) and Endpoint Detection and Response 
(EDR) solutions are significantly more effective than 
manual monitoring processes in limiting the propagation 
of cyberattacks [11].  

The hardened scenario, although not demonstrating a 
significant change in TTD, outperforms the other config-
urations by more than 50% in resilience performance, re-
ducing the average TTR to 29 hours and average produc-
tion loss to 30 hours. Within the both situations, Figure 1 
and Figure 2. reveals this finding clearly. The primary 
reason for this improvement is the signed backup mech-
anism implemented in the hardened architecture, which 
reduces the system restoration time from an average of 
48 hours to approximately 6 hours.  
 

 
Table 1. Simulation Parameters - Simulation Scenarios and Probability Distributions 

Parameter Distribution Type / Value Code Representation (Logic) 

IDS Detection Time Mixed (Bimodal) Normal Distribution 
60% probability of fast detection (0.5s), 40%  

probability of slow detection (12s) 
EDR Detection Time Normal Distribution ((\mu = 2, \sigma = 1.5)) Lower variance due to endpoint visibility 

Manual Control Geometric / Iterative Process 8-hour shift intervals and 35% detection probability 
Cleanup Time Normal Distribution ((\mu = 24, \sigma = 8)) Post-attack forensic and cleanup workload 

Recovery (Restore) Deterministic + Variance 
Standard: 48s ((\sigma = 12)); Signed Backup: 6s 

((\sigma = 2)) 

 

  
Figure 1. Median Time to Detection (TTD) 

 
Figure 2. Median of Average Recovery and Restore 

(TTR) 
 

 

3.3. Critical role of signed backups 
 

In the code, the reduction of the restoration time from 
48 hours to 6 hours under the has_”signed_backup con-
dition” is the primary source of the 50% production gain 
observed in the “Hardened” scenario. This finding 
demonstrates that the “rapid recovery” principle empha-

sized by [4] within the cyber resilience framework pro-
vides the highest return on investment (ROI) in indus-
trial systems. 

On the other hand, in the case of three automated de-
tection scenarios are evaluated together, Table 1 indi-
cates that the hardened defense strategy provides only a 
modest improvement of approximately 30% in detection 
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performance compared to the other automated scenar-
ios. Nevertheless, the same table demonstrates that the 
Time to Recovery (TTR) and overall system restoration 
duration are significantly reduced in the hardened con-
figuration. This reduction in restoration time is also re-
flected in the average production loss measured in hours. 
In contrast, the average recovery and restoration times 
among the other three scenarios exhibit relatively small 
differences. Only the IDS + EDR scenario shows a notice-
able reduction in production loss, approximately 17 
hours compared to the baseline scenario. Overall, the ac-
tivation of IDS or IDS + EDR mechanisms cannot reduce 
the average recovery and restoration time by at least 24 
hours. This fact has been depictured in a graphical way in 
Figure 3 and Table 2 as well. In fact, the results related to 
recovery time and production loss metrics provide the 
most important insight for ICS cybersecurity investment 
strategies. While the deployment of IDS significantly re-
duces TTD, the average TTR and production loss values 
in the IDS-only and IDS + EDR scenarios remain relatively 
close to those observed in the vulnerable baseline sce-
nario. This suggests that the substantial improvement in 

detection time is offset by the long restoration duration, 
which averages 48 hours in the simulation model. Conse-
quently, even when an attack is detected rapidly, if the 
system restoration process requires more than a full day, 
the overall operational and economic impact remains 
largely unchanged. 
 

 
Figure 3. Values for production loss. 

 
Table 2. Simulation results of the scenarios. 

Scenario Detection Rate Median TTD (hours) Average TTR (hours) Average Production Loss (hours) 
NoDefense 0.99 8.5 82 97 

IDS_only 1.00 0.55 77 88 
IDS_EDR 1.00 0.50 75 80 

Hardened 1.00 0.39 29 30 

 
3.4. Time-based resilience analysis 

 
According to the simulation results, although the use 

of IDS dramatically reduces TTD (from 8.5 hours to 0.55 
hours), its impact on the overall TTR remains limited. 
This finding confirms the argument presented by [5] that 
in OT environments, “visibility” alone is not sufficient, 
and that the primary bottleneck is the “recovery capabil-
ity.” 

These findings highlight an important implication for 
cyber-resilience planning in operational technology (OT) 
environments. Rather than focusing exclusively on im-
proving detection speed, greater priority should be given 
to ensuring data integrity and enabling rapid system res-
toration capabilities, as operational continuity ultimately 
depends on the ability to recover quickly from disrup-
tions [8, 9, 12]. 

 
3.5. Honeypots and defense in depth 

 
In the “Hardened” scenario, the addition of the Honey-

pot layer contributes to operational resilience not only 
by increasing the probability of detection, but also by ma-
nipulating the attacker’s dwell time within the system. 

 

4. Conclusions  
 

This simulation study quantitatively analyzed the ef-
fects of cybersecurity architecture in industrial environ-
ments. The findings confirm that deploying an Intrusion 
Detection System (IDS) dramatically reduces the median 
Time to Detect (TTD). However, the study also reveals 

that Time to Recover (TTR)—the primary factor deter-
mining total operational disruption and cost—depends 
less on early detection and more on the ability to restore 
systems quickly and reliably. 

To enhance cyber resilience, organizations should 
prioritize adding signed backup and data immutability 
strategies alongside detection systems as a mandatory 
defense layer to minimize recovery time. 

Future studies should incorporate more complex dis-
tribution models to examine the impact of AI-based IDS 
false positive rates and proactive mitigation strategies 
such as virtual patching on TTD and TTR. 
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